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Today after the lecture we proceed with the other lecture instead of lab. Works.
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XOR and AND logical operations in Boolean algebra can be
illustrated by dartboard game.
Single Boolean variable can be represented by the set of 2
values {0,1} or {Yes,No} or {True,False}.
Let U is some universal set containing all other sets (we do not
takke into account paradoxes related with U now).
Let A be a set in U. Then with the set A in U can be associated
a Boolean variable ba=1 if area A is hit by missile

ba=0 otherwise.
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For this single variable ba the negation (inverse) operation " is defined:

ba'=0 if ba=1,

bA‘=1 if bA=0.

Bollean operations are named also as Boolean functions.

Since negation operation/function is performed with the singe variable it is called a unary operation.

There are 16 Boolean functions defined for 2 variables and called binary functions.
Two of them XOR and AND are illustrated below.
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‘Multiplication Tab‘ ‘211*‘
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Multiplication Tab Z11* I = &4
* 1 2 3 4 5 6 7 8 9 10 pwra
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A0 1 2 3 4 5 6 7 8 9 10 — 41 4
| T T T T RN
2 1 2 4 8 G& 9o 7 3 6 1 2 woddl = A6wmoddl =g
3 1 3 9 5 4 1 395 4T ‘
4 1 45 9 3 1 45 9 31 | i=a 5&?/03[ gereators
5 1 5 3 4 9 1 5 3 4 9 1 ﬁ;,v<2/(g‘7[g},’“ﬂ‘]:47
6 1 6 3 7 910 5 8 4 2 1 )
7 1 7 5 2 310 4 6 9 8 1 g = (p-1)/2
8 1 8 9 6 4 10 3 2 5 7 1 g =5
9 1 9 4 3 5 1 9 4 3 5 1 P =25 1 = 11
10 1 10 1 10 1 10 1 10 1 10 1

The prime number p is strong prime if p = 2*q + 1, when q - is prime as well.
To find agenerator in the set Z,* we must perform the following computatons.
1.Choose random number g in Z," as a candidate of generator.

2.Verify if the following 2 conditions are satisfied:

for all geI" the following must hold gd# 1 mod p; and g2+ 1 mod p.

For exavper /:»:74/ they P:Z@—f‘//:// aud 7=5 52/7/7(/%2,

1) p=5—ipriwme , and Tt s a strong frome p=2.g9+4 = 2.7¢4 =5

2) P=7F - is prime, anl - - - - p=2-gt1 = 2:.3+{ =2

3) P =AY - &= prime, i L & ot o sfmwfﬂmé P:Z"c?i-i:Q@-j =7%
9@, s ppl 2 ,pr*%/ne

Discrete Exponent Function (12/14)

Let as above p=11 and is strong prime in Z11* ={1, 2, 3, ..., 10} and generator we choose g =7 from
the set G={2, 6, 7, 8}.
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Let as above p=11 and is strong prime in Z11* ={1, 2, 3, ..., 10} and generator we choose g =7 from
the set G={2, 6, 7, 8}.
Public Parameters are PP=(11,7), Then DEFy(x) = DEF7(x) is defined in the

following way: DEF;(x) = 7*mod 11 = a;
DEF7(x) provides the following 1-to-1 mapping, displayed in _
the table below. 77 - Z 5 %L

X 0o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 Ej’)
7*modp=a 1 7 5 2 3 104 6 9 8 1 7 5 2 3

Modular operations z mod p: >> mod(z,p) DEF: >>mod_exp(2,8,p)
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W | crypto.fmf ktu.It_Administravimas.doc >> mod(ans,lO)
Verify ifu. e ans=6
>>p128sin >> p128def
1 X T I ‘5.' T T ] T lel T lel v
.'I ||I II| III ||' | I .I'I .III | I'| |'I '. 120 | \ ; ‘ \ ’ ‘ f\
| || | |1 | | ’
A A A A | | ll W " ‘ l
osi! [ [] | |I | II |I | I| | || 100 ‘ \h | ‘ ‘H ‘ ' (s 1]
|| || || II , I| [ l! || R ’ ‘H T | ‘ "‘."1 | 4 ||||
]| ANANANANEEE ) ‘ v’,”,'“ | " w i I' (il
| [ | , ‘ W | I
or ] || || || || |I || | || || | 3 o0 “ ’x | | i\M' '\ ii . ‘!' I», “\' | ‘|l|
| | ‘ | | ] | | ‘
| | || | | !l | || | || | _| N 40 | ‘)“‘ | [ h’ | ‘” ' ‘ I | ‘ |I“ w
05} || || |I | II | |I [ ] .l II |I I| lI | M ‘ ' IL ‘ |r| J‘ .\l
| [ | | 1l ‘ |
I| |I I| || !I I|I II | I| | II Ill || || l'_ || 20 i ’ iJ ’ J ” l[' ‘
| | | | | | || f |I || |II | II| L f
| I\-'I v v v v \ N - e
0 10 20 30 40 50 0 20 40 60 80 100 120

frivate and  Publis loyys geveration [ Fric=xy  Pull=a

1) Generatt ﬁrﬂmg prive pvearper (2.

S>> p = gestrongprime (28) 1 gerwaales 28 bt tonslts of ¢
D Find o genouator § i the st T =44,2,2 .., p-t])

>> @ = (p-4)/2

>> 4 =2

>> wiold-2xp (249, D) o0 IT— st cornatZ/0m gﬂ’wﬁdP =1
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>> @:2

>> wol-oxp(@,9,p) %
Z

Jo
=2 mod _exp (?/Z/f))

T— st cowntZ/0m
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>> x = iyt Ly Crowdli

>> p=genstrongprime(28)
p = 215914079
>> pb=dec2bin(p)
pb=11001101 11101001 01100101 1111
>> length(pb)
ans = 28

g = 107957039
>> isprime(q)
ans =1

Y — raug(l (C;\LP“4>

o = meﬂd p
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>> a = wid_ecp( 9,5, p)

PP = (p, g) values Ty reaxl Mﬁ*?ﬁﬁfﬂﬁ@r are ; P2
Yo ok Sinmladion we yee - P NZ

Lo-s =40 4,2, pr2]
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j)) >> x=randi(2"28-1)

x =1.9906e+08
>> x=int64(randi(2"28-1))

x =256210849

The end of the 1-st Part

ZOL/8

>> pb=dec2bin(p)

pb=11001101 11101001 0110 0101 1111
C D E 9 6 5 F

>> bin2hex(pb)

ans = CDE965F

Le yrark ¢ LI‘% z £ p
the = ma&]’ID =Z

12321 < 215914079

= (p, g) = (215914079, 111)

Prvate Key PrK = x and Public Key PuK = a generation and computation.

>> ity (randi (272 1))

>>a=mod_exp(g,4,p)

]19\ = 20428 bilz

|pl =22 b7z
g modp #1
>> g=2;
>>mod_exp(g,q,p)
ans=1
>> g=3;

>>mod_exp(g,q,p)

>>g=11;
>>mod_exp(g,q,p)
ans=1

mod(12321, 215914079) = 12321 >>g=111;
f————/%%od_exp(g,q,p)
p ans = 215914078

>>mod_exp(g,2,p)
ans =12321

>> x=randi(2/28-1)

x = 8.0860e+07

>> x=int64(randi(2/28-1))
x =193794955
>>a=mod_exp(g,x,p)
a=168966198



>>a=mod_exp(g,x,p)

S>>0 = mod_ exp (g;/x//;) a = 168966198
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Diffie-Hellman Key Agreement Protocol (DH KAP)
Public Parameters PP=(p,9)
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The end of the 2-nd Part
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